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Consumer Education
Scams – Different types of scams
Activities to develop knowledge of different types of scams, their prevalence and impact on victims and keywords relating to scams. Includes scam cards.
Crown copyright 2014
The Crown copyright material in this resource  may be re-used free of charge in any format or medium providing it is re-used accurately and not used in a misleading context. The material must be acknowledged as Crown copyright and the title of the resource specified.

Where we have identified any third party copyright material you will need to obtain permission from the copyright holders concerned.
Scams: Different types of scam. Ready to go pack

Scams: Setting the context Activity 2 Different types of scam

Scams: Setting the context Activity 3 Scams survey

This document provides two activities to use with learners/ participants/ service users; the material has been written to include education focuses on literacy, numeracy, functional skills and English for speakers of other languages within a formal education setting.  However if you wish to use the activities within an informal group or as part of an awareness raising campaign you will only need p8 onwards.

Learning resources are not designed for tutors/ educators to advise their participants on specific cases; where necessary participants should be directed to the appropriate advice agency.
	Unit/Activity name
	Unit/ Activity focus
	Consumer education objectives
	Literacy, language and numeracy objectives
	Literacy curriculum refs
	ESOL curriculum refs
	Numeracy curriculum refs
	Functional skills standards

	Setting the context 

Activity 2

Different types of scam
	Discuss ideas,  read and match information and complete a gap fill about different types of scams

Discuss the different ways in which victims are approached about scams
	Develop knowledge of different types of scam

Recognise and understand some key words and terms in relation to scams 

Develop understanding of the different ways in which victims are approached about scams
	Make contributions relevant to the situation and subject
Infer meaning and identify main points

Use different reading strategies to read and understand key vocabulary and find and obtain information
	SLlr/L1.4

SLlr/L1.5

Rt/L1.3

Rt/L1.5

Rw/L1.2
	Lr/L1.2b

Sd/L1.2a

Rt/L1.3a

Rt/L1.5a

Rw/L1.2a
	
	Sp & List L1
Reading L1



	Setting the context 

Activity 3

Scams survey
	Develop some survey questions to ask friends and family

Undertake a simple survey and report back
	Develop understanding about the prevalence of  scams and their impact on victims
	Write and ask questions to obtain information

Make contributions relevant to the situation and subject
Collect, organise and represent data in tables and charts
	Wt/L1.4

Wt/L1.5

Ws/L1.2

SLc/L1.2

SLlr/L1.4

SLlr/L1.5


	Wt/L1.4a

Wt/L1.5a

Ws/L1.2a

Sc/L1.2b

Lr/L1.2b

Sd/L1.2a
	HD1/L1.2
	Writing L1
Sp & List L1
Maths L1




	RESOURCES AND PREPARATION

	· Scams: Setting the context Activity 2a Different types of scam cards: Copy one set double-sided for the whole group, laminate and cut up

· Scams: Setting the context Activity 2b Different types of scam matching activity: enlarge and copy one set single-sided for the whole group, laminate and cut up

· Scams: Setting the context Activity 2c Different types of scam gap fill: one set double-sided for each learner

· Scams: Setting the context Activity 2d Scam approaches: Enlarge, copy, laminate and cut up one set for the whole group to display on the walls 


	LITERACY AND LANGUAGE FOCUS


SUGGESTED PROCEDURE

· Divide learners into pairs and explain that they are now going to look at some of the most common types of mass-marketed scam in a little more detail. First each pair will focus on a different scam.
· Give each pair a different card from Scams: Setting the context Activity 2a Different types of scam cards. Explain that they need to keep the text face down. They have two minutes to answer the following questions without turning the card over:

· Have you ever heard of this scam?

· How does it work?

· What happens if people fall for it?

· After two minutes learners can turn their cards over and check their answers.

· If this is a small group, give each pair another card to ensure that each scam has been discussed at least once.

· Now ask the whole group to stand together in the classroom and give everyone at least one card from Scams: Setting the context Activity 2b Different types of scam matching activity. Learners have to mingle and find the corresponding card i.e. the type of scam with its consequence and action to take. 

· Each correct pair of cards should be blu-tacked together on the wall.

· When all matching cards have been blu-tacked around the room, ask learners to spend a few minutes going round and looking at each one.

· Ask learners to sit down in the same or different pairs and give each learner a copy of Scams: Setting the context Activity 2c Different types of scam gap fill. Learners work together to fill in the gaps.
	Ideas for support and differentiation

	· Learners can be paired to enable stronger learners to support other learners.
· Explain that if learners get stuck, they can go and look for the missing words on the wall. However, they need to leave their activity sheets on the table, remember the word, walk back and then fill it in. 


· When learners have completed the activity, have a whole group discussion to summarise what learners have found out about scams. Use this as an opportunity to highlight the following:
· Anybody can be targeted by a scam – from teenagers to the elderly

· Three million UK consumers lose a total of £3.5 billion to mass marketed scams every year 

· As well as the financial loss, victims and friends and relatives of victims also suffer from the emotional impact of scams. Emotional impact also affects the friends and relatives of victims.
· Scams and fraud in general are massively underreported. It is very important to report scams to try and stop scammers.

· Explain that you are now going to look at the different ways scammers approach victims.
· Divide learners into pairs or groups and ask them to list the six ways in which people might be approached or find out about a scam (these were all referred to in the previous activity).
· Learners brainstorm and note down the ways they can remember.
· Take whole group feedback and blu-tac on the wall each approach card as that method is called out. Learners score one point for each correct answer:
· Scam advert

· Face to face scam

· Online scam

· Telephone scam

· Text scam

· Direct mail scam.
· Have a whole group discussion about these different approaches e.g.

· which approaches may be the most difficult to say no to

· which approaches may be used to target particular people (such as texting teenagers, letter to older people etc)

· different ways to stop or say no to each of these approaches.

· Learners can record any additional new words and definitions from Activity 2 in their personal vocabulary book or using Appendix 1 Key words record.  
Scams: Setting the context Activity 3 Scams survey
	RESOURCES AND PREPARATION

	No resources required


	LITERACY AND LANGUAGE FOCUS


SUGGESTED PROCEDURE

· Explain that learners are going to carry out a short survey with friends and family to find out what they know about scams and whether they have any personal experience of scams.

· Divide learners into groups to brainstorm some questions to ask as part of the survey.

· When learners have had enough time, elicit a few questions from each group on to the board. Make sure you build up a range of different questions, e.g.

· Would you mind taking part in a short survey about scams?

· What scams have you heard of?

· Have you ever been the victim of a scam, or do you know anyone who has?

· How were you/ they approached?

· What happened?

· Did you/ they report the scam?

	Ideas for support and differentiation

	Adjust the number and type of questions according to the level of the group.


	OPTIONAL LANGUAGE FOCUS: 

	· Encourage peer correction to ensure questions are grammatically correct.

· Use this as an opportunity to teach/ revise correct structures for direct and/ or indirect questions, e.g.


Have you ever been
the victim of a scam?

Could you tell me whether
you have ever been
the victim of a scam?


· Encourage learners to agree which questions they are all going to use for their survey. You can either print off the agreed questions for learners or ask them to copy the questions down.

· Talk to the learners about how they will record their answers e.g. brief numbered notes for each person they interview. Tell the learners how long they have to do their survey e.g. by the next lesson.

· At the next lesson, ask learners to report back and have a whole class discussion on what they have found out.

	OPTIONAL NUMERACY AND ICT FOCUS: 

	· Learners can collect the data from the scams survey and organise it using an appropriate table format such as a tally chart to show the number of people who have been a victim of scams compared with the number who haven’t. The people who have been victims can also be categorised by the type of scam they were a victim of. Alternatively, they can represent this data using an appropriate chart e.g. pictogram, bar chart, pie chart. They will need to consider which type of chart would be most appropriate for the information they want to show.

· Learners can use Excel to produce their tables and charts.
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Pyramid scheme
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Phishing 
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Prize draw scams
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Lottery scams

	You receive an email which looks genuine e.g. from a bank or online payment service that you use. 
It asks you to update or confirm your personal information and confidential passwords. It may direct you to a website which looks just like the real one.

These emails are actually from internet scammers who use your personal details to steal money or make purchases. This is also called identity theft.
	A type of scam where victims pay to join a scheme usually in response to an internet advert or a friend might have asked them to join. Victims are told that they have to recruit other people as well - and that as more people join they will either make a lot of money or receive an expensive free gift.

In fact, very few people involved make money, or get a gift, as it is never possible to recruit enough people and the schemes collapse.

	A scam where you receive a letter, email, text or phone call telling you that you have won a huge sum of money in a lottery, even though you have not entered one. You are asked to contact an agent to receive your winnings. The agent tells you to send money to cover administration or taxes and to do it quickly. 

If you send one payment they contact you again to try to con you out of more money. The scammers take your money and you get nothing in return.
	You receive a letter, email, phone call or text message telling you that you've won a guaranteed prize in a prize draw - even though you haven't entered one! To get your prize, you have to pay a processing or admin fee, or order a product. You are told to respond quickly and you may have to call a premium rate number.

In most cases you're only being offered the opportunity to enter a prize draw – that you could enter for free - and you have very little chance of winning.
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Clairvoyant and psychic 
scam mailings
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Foreign money
making scams
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Homeworking scams
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Investment scams

	A type of scam in which you receive a letter, fax or email from someone who needs help to transfer money out of a foreign country. The scammers usually promise a share in the money in return for your help.

You are asked to send a fee or give your bank details so that the money can be deposited in your account. Either way, you lose your money and get nothing.
	A type of scam in which you receive a letter, often personalised, which promises predictions about the future that will change your life. Sometimes you are told that if you don’t send money, or buy a so-called ‘lucky’ product, then something bad will happen to you.

If you make contact, or send any money, you will keep being asked for more and more money.

	You get a phone call, letter or email from a stranger offering you the chance to invest money in things like shares, fine wine, gemstones, art or other 'rare' high value goods. The scammers tell you to be quick or you'll miss out.  You are promised that your investment will increase in value and you will make a lot of money. 

In reality, what you are offered is often over-priced or worthless, very risky and difficult to sell on. Or, the goods may not exist. 
	These scams are often advertised in local newspapers, shop windows, on lamp posts or online. They promise a large income for working from home e.g. envelope-stuffing or craft assembly.

You usually have to pay a fee or buy goods before you can start work. You are unlikely to be paid for any work you do. The scammers may claim your work is not up to standard. Or, there may be no work, only commission for getting other people to sign up.

	[image: image9.jpg]



Accommodation scams
	[image: image10.jpg]



Miracle cure/slimming
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Racing tipster scams
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Scam ticketing websites

	A type of scam involving pills, lotions, creams or diet aids. An email usually promises that the product is a medical breakthrough and can cure health problems such as baldness, arthritis, heart disease, cancer or obesity. Or it will claim easy weight loss without dieting or exercise. The email may direct you to a very convincing website.

The products, if you receive any, are usually expensive, ineffective and worthless.
	A type of scam which typically involves a 'bargain' property   often advertised on free-to-list websites. The 'landlord' tells you that the property can only be viewed if you give your bank account details or pay a deposit.

The property is not actually for let and you won't get your money back.

	A type of scam, usually done through websites, which sells tickets for concerts, festivals and events, such as the Olympics. Very often tickets for these events have already sold out or have not gone on sale yet.

If you pay, you will not get any tickets or your money back. When you try and follow this up, your calls and emails will not be answered. Or you will be told that a representative will meet you at the venue on the day - but nobody will turn up.
	Victims often receive a glossy mailing from a fake racing pundit who claims to have inside information from trainers and owners. Adverts promise a high success rate leading to large profits and a regular income placing bets for other people.

Victims are told to send on winnings for successful bets and that they will get their money back for any losses. Often they lose hundreds of pounds on a service that does not exist.
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Mobile missed calls scam
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Bogus holiday clubs


	You might get a phone call or be approached while you are on holiday. You are given a scratch card which shows that you have won a free holiday. You are told you have to go to a presentation in order to collect your prize. At the presentation sales reps pressure you to join a new holiday club that day.

If you join, you find out these bogus clubs do not offer what the sales reps promised e.g. the free holiday isn’t free as it does not include things like flights or it may not be available when you want to go.

	You might receive a missed call on your mobile from a number that you don’t recognise. The number could start with 0871, 0872, 0873 or 070 (a premium rate number which costs more to call). 

If you ring this number back it will sound as if the call is ringing but not connecting. In fact, the call may have connected and you are actually listening to a recording of a ringing tone. You won’t be aware that you’re actually being charged for the time you spend listening to the ringing tone.  


	Type of scam
	Consequence and                    action to take
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Phishing: 
Scammers send an email that looks genuine e.g. from a bank.  It asks for personal information or passwords.
	Scammers use this information to steal money or make purchases.

Action to take:

· Report the email to Action Fraud

· Delete the email!
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Pyramid scheme: 
Victims pay to join a scheme.  They have to recruit more people. They are told they will make a lot of money or get an expensive gift when enough people join.
	Victims hardly ever get anything because pyramid schemes always collapse.                                       Action to take:
· Report the scheme to Action Fraud
· Don’t join!

· Tell your friends not to join.
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Lottery scams: 
Scammers tell people they have won a huge sum of money. They ask for money in advance before they can give you the prize.
	If victims send money, they are asked for more. Victims do not receive anything.

Action to take:

· Report the scam to Action Fraud
· Don’t join!
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Prize draw scams: Scammers tell people they have won a prize draw. They ask for money in advance before they can give you the prize.
	Victims may have to call a premium rate number or pay a fee in advance. They have little chance of winning anything.

Action to take:

· Report the scam to Action Fraud
· Don’t join!
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Foreign money 
making scams: 
Scammers ask for help to transfer money out of a foreign country. They promise a share of the money.
	Victims are asked to give their bank details or pay a fee.  They lose their money.

Action to take:

· Report the scam to Action Fraud
· Don’t reply

· Delete the email.
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	Clairvoyant and psychic scam mailings: 
Scammers send a letter promising predictions about the future. You have to send money or buy a ‘lucky’ product.
	If victims send money, they are asked for more.

Action to take:

· Report the scam to Action Fraud
· Don’t reply 

· Shred the letter.
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Investment scams: Scammers phone offering an investment opportunity. They pressurise you to make a quick decision.
	Victims receive products that are over-priced, worthless, risky or difficult to sell on – or they get nothing at all for their money. 

Action to take:

· Report the scam to Action Fraud
· Put the phone down. 
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Homeworking scams: Scammers promise a large income for working from home.
	Victims have to pay a fee or buy goods in advance. They are not paid for the work that they do. 

Action to take: 

· Report the scam to Action Fraud
· Don’t be tempted!
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Miracle cure/slimming: Scammers sell pills, lotions, creams or diet aids which they claim cure health problems or offer easy weight-loss.
	If victims receive anything, the products are ineffective and worthless.

Action to take:

· Report the scam to Action Fraud
· Don’t be tempted!
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Accommodation scams: Scammers advertise property to rent on free-to-list websites. The property is not for let. 
	Victims give their bank details or pay a large deposit. There is no property and they lose their money.
Action to take:  

· Always check that adverts are genuine

· Report scams to Action Fraud.
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Scam ticketing websites: Scammers advertise bogus tickets on websites.
	Victims do not receive any tickets and they lose their money.

Action to take: 

· Always check that advertisers are genuine

· Report scams to Action Fraud.
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Racing tipster scams: Scammers promise large profits for placing bets for other people.
	Victims pay hundreds of pounds on a service that does not exist.

Action to take:

· Always check that advertisers are genuine

· Report scams to Action Fraud.
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Bogus holiday clubs: Scammers tell victims they have won a free holiday. They have to go to a presentation before they can collect their prize.
	Victims are pressurised to join a holiday club. They do not get a free holiday.

Action to take: 

· Always check that advertisers are genuine

· Report scams to Action Fraud.



	Mobile missed calls scam: 
Victims receive a missed call from an unknown number which they call back. The call is not really connecting and the victims are being charged for listening to a recorded ringing tone.
	Victims rack up high phone bills often on premium rate numbers where they will not be connected.
Action to take:
· Do not call back numbers that you do not recognise
· Report scams to Action Fraud.




	Type of scam
	Consequence and                    action to take

	Phishing: 
Scammers send an email that looks __________ e.g. from a bank.  It asks for personal information or passwords.
	Scammers use this information to steal __________ or make purchases.

Action to take:

· Report the email to ___________

· __________ the email!

	Pyramid scheme: 
Victims pay to join a __________.  They have to recruit more people. They are told they will make a lot of money or get an expensive gift when enough people join.
	Victims hardly ever get anything because pyramid schemes always _________.                                       
Action to take:
· Report the scheme to Action Fraud
· Don’t join!

· Tell your friends not to join.

	Lottery scams: 
Scammers tell people they have won a huge sum of money. They ask for money in __________ before they can give you the prize.
	If victims send money, they are asked for more. Victims do not receive anything.

Action to take:

· Report the scam to Action Fraud
· Don’t _______!



	Prize draw scams: Scammers tell people they have won a prize draw. They ask for money in __________ before they can give you the prize.
	Victims may have to call a ________ rate number or pay a fee in advance. They have little chance of winning anything.

Action to take:

· Report the _______ to Action Fraud
· Don’t join!

	Foreign money 
making scams: 
Scammers ask for help to _________ money out of a foreign country. They promise a _______ of the money.
	Victims are asked to give their bank details or pay a _____.  They lose their money.

Action to take:

· Report the scam to Action Fraud
· Don’t reply

· ________ the email.






	Clairvoyant and psychic scam mailings: 
Scammers send a letter promising predictions about the future. You have to send money or ______ a ‘lucky’ product.
	If victims send _________, they are asked for more.

Action to take:

· Report the scam to Action Fraud
· Don’t reply 

· _______ the letter.



	Investment scams: Scammers phone offering an investment opportunity. They ____________ you to make a quick decision.
	Victims receive products that are over-priced, worthless, risky or difficult to sell on – or they get _________ at all for their money. 

Action to take:

· Report the scam to Action Fraud
· Put the _______ down. 



	Homeworking scams: Scammers promise a large _________ for working from home.
	Victims have to _____ a fee or buy goods in advance. They are not paid for the work that they do. 

Action to take: 

· Report the scam to Action Fraud
· ________ be tempted!



	Miracle cure/slimming: Scammers sell _____, ________, _________ or diet aids which they claim cure health problems or offer easy weight-loss.
	If victims receive anything, the products are ineffective and _________.

Action to take:

· Report the scam to Action Fraud
· Don’t be _________!



	Accommodation scams: Scammers _____________ property to rent on free-to-list websites. The property is not for let. 
	Victims give their bank details or pay a large deposit. There is no property and they lose their money.
Action to take:  

· Always check that adverts are __________
· __________ scams to Action Fraud.


	Scam ticketing websites: Scammers advertise __________tickets on websites.
	Victims do not receive any _________ and they lose their money.

Action to take: 

· Always check that ____________ are genuine

· Report scams to ___________ Fraud.

	Racing tipster scams: Scammers ___________ large profits for placing bets for other people.
	Victims _____ hundreds of pounds on a service that does not exist.

Action to take:

· _________ check that advertisers are genuine

· Report scams to Action Fraud.



	Bogus holiday clubs: Scammers tell victims they have won a free holiday. They have to go to a ___________ before they can collect their prize.
	Victims are pressurised to join a holiday club. They do not get a free ___________.

Action to take: 

· Always _________ that advertisers are genuine

· Report scams to Action Fraud.



	Mobile missed calls scam: 
Victims receive a missed call from an ​​__________ number which they call back. The call is not really connecting and the victims are being __________ for listening to a recorded ringing tone.
	Victims rack up high phone bills often on premium rate numbers where they will not be connected.

Action to take:

        Do not call back numbers that you do not ___________
        Report scams to Action Fraud.
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Scam advert
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Face to face scam
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Online scam
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Telephone scam
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Text scam
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Direct mail scam
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